ABSTRACT Quantum image steganography is one of the important research branches of quantum secure communications. In this paper, a large payload quantum image steganography protocol based on quantum image expansion and the Grover search algorithm is proposed. The new algorithm adopts quantum log-polar image (QUALPI) representation to prepare the quantum image before introducing a quantum expansion technique to form the superposition of multiple image copies with the same size angle difference as the carrier. Then, it embeds a secret message into one quantum image copy with a specific rotation angle encoded. In order to accurately extract the secret message embedded, the Grover search algorithm is used to locate the correct quantum image copy. Based on the quantum uncertainty and quantum non-cloning theorems, the new algorithm can not only achieve good imperceptibility and security but also large payload due to the algorithm's good coding scalability. The experimental results by performing MATLAB simulation prove the conclusions.
I. INTRODUCTION
With the rapid development of quantum secure communications [1] - [7] , quantum information hiding has attracted attentions of the experts all of the world. As one of its important research branches, quantum steganography [8] - [14] hides secret information in a normal carrier, masking the fact that secret information exists. Quantum steganography can ensure the security of secret information through the secret channel's imperceptibility.
The associate editor coordinating the review of this manuscript and approving it for publication was Jianjun Lei. Due to its good applicability and practicability, quantum multimedia has great potential to develop quantum steganography [15] . So far, quantum image steganography still on its early stage of the development. Fortunately, many different quantum image models [16] - [23] have been proposed as good options for us. In 2003, S.E. Venegas Andraca et al. proposed a Qubit lattice [22] . In 2005, S.E. Venegas Andraca et al. improved the Qubit lattice model and proposed to use the Entangled image model to store geometric image information [16] . At the same year, J.I. Latorre proposed a Real ket model [23] . In 2011, Le Phuc Q et al. proposed a new FRQI model [17] . Subsequently, in 2014, Zhang Yi et al. proposed the NEQR model [18] . At the same year, Zhang Yi et al. proposed a QUALPI model [19] for representing quantum images by using log polar coordinates, which preserves positional information and color information of the image in logarithmic polar coordinates.
In general, quantum information hiding can be divided into two categories, quantum data hiding [25] (QDH) and quantum steganography [26] (QS). Quantum data hiding is earlier in development than that of quantum steganography, so the former's research achievements are relatively large. However, in recent years, quantum information processing [7] , [24] , [27] - [31] has attracted more and more attention. Quantum steganography studies have been greatly developed, benefiting from the rapid development of quantum multimedia technology. At the same time, researchers have proposed many quantum steganography protocols or algorithms [32] - [40] . The first quantum data hiding protocol proposed by Gea-Banacloche [41] realizes the integrity protection and certification of the transmission information. In 2004, Worley, III [42] proposed a quantum digital watermarking protocol based on the BB84 protocol to transmit secret information. In 2007, Matin [43] also proposed a quantum steganography protocol based on the BB84 protocol. In 2008, Mogo designed quantum data hiding protocols [44] , [45] based on three qubits to store image information. In 2010, Liao et al. proposed a quantum steganography protocol [46] based on quantum secret sharing. In 2015, Wang Shen et al. proposed a quantum image steganography protocol [47] based on effective qubits. In 2016, Qu Zhiguo et al. proposed an adaptive quantum steganography algorithm [48] . Subsequently, in 2017, Heidari Shahrokh et al. proposed a new LSQb-based quantum image steganography algorithm [49] .
In order to further improve the performance of quantum image steganography on imperceptibility, security and capacity, this paper proposes a novel quantum image steganography protocol with large payload based on quantum image expansion, Grover search algorithm and QUALPI quantum image model representation. The protocol can be divided into the embedding process and the extracting process. For the embedding process of secret information, the QUALPI model is used to represent and prepare the quantum image carrier. As a follow, the image will be expanded at an arbitrary rotation angle. In final, the target quantum image carrier can be obtained after that the expansion are superimposed. After that, a specific rotated angle is selected and performed on one of rotated image copies to embed the secret information. For the extracting process of secret information, the Grover search algorithm is used to retrieve the rotated image copy with the specific angle representing secret information, and then it successes to extract secret information. The new protocol can achieve good imperceptibility, security and large capacity by virtue of quantum uncertainty and quantum non-cloning theorems. The applicability and practicability of quantum image in quantum network can further improve the implementation of the new protocol.
The rest of the paper is organized as follows. Section II introduces the related preliminary knowledge of the new quantum image steganography algorithm, including QUALPI quantum image representation and preparation, quantum image expansion and quantum image retrieval algorithm based on Grover search algorithm. Section III presents the processing steps of the new protocol in detail. Section IV gives the experimental results based on the MATLAB simulation. Section V is the comprehensive analysis to the new protocol's performance. The conclusions are given in Section VI. 
II. PRELIMINARY
Here, ρ represents information of the image in the radial direction, θ represents information of the image in the axial direction, and (ρ, θ) represents the position information of the image pixels. g (ρ, θ) represents the gray value of the pixel. In addition, the preparation process of quantum images is given in detail in [19] .
The rotation of QUALPI quantum images is utilized in the QUALPI quantum image preparation in this paper. Here we mainly introduce the rotation operation of arbitrary angle based on QUALPI quantum image [19] . The angle of the rotation can be expressed as Eq. (3).
If the rotation angle is R x , the quantum image will be rotated and superimposed n times. It performs 2 k unit rotations on the QUALPI quantum image as R 2 k . The operation is defined as follow.
A quantum circuit diagram for performing 2 i unit rotation operation on a log polar coordinate quantum image with a resolution of 2 m ×2 n and a gray scale of 2 q is shown in Fig. 1 . 
B. QUANTUM IMAGE EXPANSION
Quantum image expansion is the expansion of an image to obtain an atlas, and each image in the set is rotated by a different angle. The process of quantum image expansion is to perform n iterations of the quantum image expansion algorithm. For a log polar coordinate quantum image with a resolution of 2 m × 2 n and a gray level of 2 q , after n iterations, the quantum state of the whole system will be transformed into the following state shown as Eq. (5).
The main operation is to rotate the corresponding ground state image by 2 n−1−i units counterclockwise when the i-th quantum bit of the sequence number register is |1 . The algorithm is described in detail in [7] . An expanded circuit diagram for a quantum image with a resolution of 2 m × 2 n and a gray level of 2 q is shown as Fig. 2 .
C. GROVER SEARCH ALGORITHM
Grover search algorithm usually will be implemented in an unorganized database to search for M (1 ≤ M ≤ N ) solutions satisfying a given condition f (x) = a in the search space of N (N = 2 n ) data. The basic iterative process is given as follows:
1. Preparation of uniform quantum bits. The Hadamard transform will be performed n times on the initial state of the sequence number register |x to obtain a uniform superposition state. The target is |q 1 , · · · |q M .
2. Applying Oracle black box. The defined expression is given as follow.
3. Execution condition phase shift. The operation is defined as follow.
4. Repeatedly performing the steps 2 and 3 for R times. Until λ = M N . CI (x) will be the nearest real number with the distance x. The definition of R is given as follow.
5. Performing a quantum measurement, and measure register |x to search for the solution to the problem.
If Grover search algorithm is applied to quantum image retrieval, the expanded image will be retrieved with exactly the same image as the original image. In this case, at least one image in the expanded image set satisfies the requirement, while the serial register lists out the serial number of each image in the atlas.
For a QUAPPI image of 2 m × 2 n , according to Grover search algorithm, the result after the repeated iterations is given as Eq. (10) .
After accomplishing the process, the targeted quantum image can be found with secret information denoted by the specific angle. Detailed quantum image retrieval process based on Grover search algorithm can refer to [19] .
III. NEW QUANTUM IMAGE STEGANOGRAPHY PROTOCOL
The new quantum image steganography protocol with large payload utilizes quantum expansion and Grover search algorithm, mainly including two processes of embedding and extracting secret information. The flow chart of the protocol is shown as Fig. 3 . 
A. THE PROCESS OF EMBEDDING SECRET INFORMATION
The process aims at embedding secret information into quantum carrier image. Different quantum steganographic images can be obtained by rotating different angles. The quantum image expansion algorithm is used to expand and superimpose the carrier image. After expanding the carrier image as a image set superimposed, the secret information can be hide into one image copy with a specific rotation angle of θ 1 . According to the coding rule, the secret information can be represented by a rotation angle of θ 2 . So that, the process of embedding secret information will turn the carrier image copy's rotation angle to θ 1 + θ 2 . The specific implementation process is presented as follows.
Step 1: Preparing a carrier quantum image |I based on the logarithmic polar coordinate QUALPI quantum image model. The expression of the prepared carrier image |I is as shown in Eq. (11) .
Step 2: Performing quantum image expansion on the prepared quantum image to obtain |I n . Firstly, the initialization sequence number register |0 ⊗n and the steganographic quantum image |I are subjected to a tensor operation. And then, the image is expanded into a set of images that are rotated counterclockwise in the radial direction. The quantum state |I 0 is given as follow.
For a quantum image with a resolution of 2 m ×2 n , iterations of the algorithm will be performed n times. The i-th iteration is can be described as follows.
1. The expression of the quantum state E i is obtained by Hadamard gate operation on the i-th qubit as follow. (13) If i = 0, the operation is shown in Eq. (14) .
If i > 0, the operation is shown in Eq. (15).
2. When the i-th qubit of the serial number register is |1 , the corresponding ground state image is rotated by 2 n−1−i units in a counterclockwise direction. The operation is defined as T i .
When T i acts on the entire quantum state, its evolution process is as follow.
The results of the n iterations to the whole system are shown as the equation of |I n .
The system quantum state can be obtained by entanglement of the serial number register and the quantum image. If quantum expansion of a QUALPI image of 2 m × 2 n , all the expanded images are superimposed on the quantum state, and can be operated simultaneously.
3. Quantum image whose rotation angle is j in the expansion process will be selected as the carrier image. Assuming its rotation angle is θ 1 , if secret information is inserted, the rotation angle of the carrier image after embedding secret information is θ + θ 1 + s. The resulting state after the process is shown as Eq. (19) .
After the process is accomplished, secret information is embedded into quantum carrier image.
B. THE PROCESS OF EXTRACTING SECRET INFORMATION
This process responses to extract secret information in stego quantum carrier image. It retrieves the quantum-expanded atlas by using Grover search algorithm until the same image as the original image is found. The specific secret information extraction process is given as follows.
Step 1: Using the Grover algorithm to perform quantum image retrieval to find the same image as the original image. The specific process is as follows.
1. The tensor product of the result set |I n after n iterations and the auxiliary qubit |− =
) is carried out. The operation process is given as follow.
2.
Then let design an Oracle black box U f and apply the black box to the quantum state of the system. For f (R i ) |I , if the measured image is the same as the original information image, its value is output as 1, otherwise it is 0. The specific function implementation can refer to the literature [50] .
The function of f (R i |I ) is to compare the similarity between the expanded image R i |I and the measured image I . The evolution of the entire system after passing the black box U f is shown as follow.
The whole process is divided into the following two parts. j is the serial number of the same image as the original image in the set. According to Grover search algorithm, the quantum state after completing the π 4 √ 2 n iterations is given as follows.
Here θ = 2 arccos 1 − 1 2 n .
Step 2: Using the method of quantum measurement to extract classical secret information from |ψ . If the serial number j is embedded as secret information, the rotation angle of secret information will be θ 1 .
IV. EXPERIMENTAL RESULTS BASED ON THE MATLAB SIMULATIONS
The protocol mainly includes three performance evaluation indicators: imperceptibility, security and capacity. Imperceptibility means that secret information is encoded at an arbitrary angle and then embedded undetectably in any one of expanded carrier image copy. This process ensures the security of the secret information during the process of secret information transmission, and the security of the secret information in the channel. Capacity means that, in the process of embedding secret information, secret information can be encoded at the same angle and then embedded in the forward and backward directions of the carrier image. This section tests various types of images, for example, Lena, Cameraman, and Rice. And the size of the carrier images are 2 7 × 2 8 .
Here, the θ represents the average rotation angle, and 2 n represents the axial information in the quantum image.
In order to prove the imperceptibility, security and capacity of the protocol effectively, Fig. 4, Fig. 5 and Fig. 6 show the atlas of the carrier images. The carrier images are respectively expanded at 90 degrees, 45 degrees, and 1.40625 degrees. The carrier image with an expansion angle of 0 degrees is selected to embed the secret information. The secret information is encoded at the angle of 5 degrees. These experimental results prove that the imperceptibility of secret information is enhanced after quantum expansion. It can be seen that the new protocol can obtain good imperceptibility and security.
A. THE SIMULATION RESULTS OF IMAGE EXPANSION
In order to more clearly show the results of quantum expansion, three different images are used to expand at different angles. The results show that the smaller the angle is, the more complicated the superimposed atlas of expansion will be. From another perspective, it also shows that the new protocol has good imperceptibility.
B. EMBEDDING SECRET INFORMATION
In order to more clearly show the process of embedding secret information, an image with a rotation expansion angle of 0 degrees is used as the carrier image in the process of expansion. The angle of the secret information to be encoded is smaller than the minimum angle of quantum expansion. The secret information with the coding angle of 5 degrees is embedded in the carrier image with an expansion angle of 90 degrees as an example. The shadow on the side is the angle of rotation of the image after secret information is embedded.
V. PERFORMANCE ANALYSIS A. IMPERCEPTIBILITY
The results of image simulation show that the smaller the angle of image expansion is, or the deflection angle between the two adjacent expanded images is, the more complex the atlas will be obtained by the final expansion. Then, it can well cover the deflection angle used to encode the secret information, so that the imperceptibility of the protocol is good. Next, we use the peak signal-to-noise (PSNR) to evaluate the imperceptibility of the new protocol.
Suppose I denotes the original carrier image, and F denotes the stego image with the embedded secret information. I (ρ, θ) and F (ρ, θ) respectively represent the pixel values corresponding to the (ρ, θ) position. The equations for calculating the mean square error (MES) and peak signal-tonoise ratio (PSNR) of an image of size 2 m × 2 n are given as Eqs. (27) and (28) . Here, MAX i is the maximum pixel value of the image.
From Fig. 9 , it's easy to know that, the human eyes cannot distinguish between the carrier image and the stego image in which the secret information of 0.5 degree is embedded in the carrier image. The following images are based on the images of Lena, Cameraman, and Rice expanded. Table 1 below shows the peak signal-to-noise ratio of embedding secret information encoded at different angles to the same carrier image, and Fig. 11 is an image of PSNR value variation of Table 1 . It can be found that, the smaller the angle of the embedded secret information for encoding is, the larger the PSNR value, and the higher the similarity between the carrier image and the stego image with the embedded secret information, the better the imperceptibility of the secret information will be. At the same time, we can also see that, when embedding the same angle secret information, the smaller the initial angle of expansion is, the larger the expanded atlas can be obtained. And the more complex the image is, the better the imperceptibility will be achieved. 
B. SECURITY
From all the figures shown above, it's easy to know that the smaller the angle representing secret information, the smaller initial expansion angle of image copy can have, meanwhile the number of images to be superimposed increases. The more complicated the superimposed steganographic image is obtained, imperceptibility can be further enhanced. If secret information is eavesdropped, it is also more difficult and costly for the eavesdropper to find the image of the carrier embedded with the secret information. It means that the imperceptibility is enhanced, while the security is naturally improved.
C. CAPACITY
In general, capacity is used to measure the maximum bit number of secret information that carrier image enable to contain for covert communication. In this paper, the capacity means the bit number of secret information that the protocol can use to encode the angle. From the content mentioned above, it can be known that, the smaller the angle at which the secret information is encoded, the larger secret information's bit number that can be encoded at the same angle will be, which means the capacity will be larger.
It's defined as Eq. (29) to calculate the maximum number of secret information's bits transmitted per time.
[X ] max = log 2 360 0 θ
Here, θ is smaller than the minimum rotation angle at which the image is expanded, and [X ] max denotes the maximum number of secret information's bits by calculation.
VI. CONCLUSION
The new large payload quantum image steganography protocol is proposed in this paper by using QUALPI representation, quantum image expansion technology and Grover search algorithm. The new protocol mainly consists of two process: embedding and extracting secret information. The process of embedding secret information is to expand the quantum image by quantum expansion technique firstly, which is represented by log polar coordinates. And then, it selects one image copy to embed the secret information, which is encoded as an arbitrary angle. The process of extracting secret information mainly uses the image retrieval based on Grover search algorithm. The copy of quantum image containing secret information will be retrieved, and then secret information can be extracted through quantum image comparison. The protocol can make the transmission of quantum image not only covers up the existence of secret information, but also makes the secret information nearly impossible to be eavesdropped during the transmission process. As a result, the new protocol can realize the effect of double secrecy for secret information, which means good imperceptibility and security. The experimental simulation results of Matlab further prove that the new protocol has good performance on imperceptibility, security and capacity.
